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“Risk is a choice rather than a fate.” 
- Peter L. Bernstein in Against the Gods - The Remarkable Story of 
Risk.  
 
In our feature article this month, we focus on cybersecurity risk 
management. Innovation in the medical device industry is increas-
ingly driving connectivity and real-time data collection. Proactively 
addressing cybersecurity vulnerabilities is critical to ensuring the 
safety and effectiveness of these medical devices. We are also 
sharing our perspective on how innovations that significantly im-
prove patient safety can be a sustainable competitive advantage.
 
Check out the latest industry news in less than 15 minutes. Please let me know if there are future 
topics you would like discussed by contacting me here.  
  

– Naveen Agarwal, Ph.D

FEATURE ARTICLE

Cybersecurity is the Next Frontier of 
Risk Management

3 actions you can take right now to start 

building your organization’s competence in 

cybersecurity risk management. 

Question:  How are you addressing cybersecurity vulnerabilities of your 
medical devices?

Read More >>>

PERSPECTIVE

MedTech Needs to Do More for Patient Safety
Rising cost of healthcare increasing public 

awareness and a rapidly changing regulatory 

environment are driving the need for better 

safety performance. 

Insight: Innovations that deliver improved safety performance will offer 
a significant competitive advantage in the future

Read More >>>

REGULATORY COMPLIANCE

Understanding ISO 13485:2016
Exclusion vs. not applicable?

How to make the right decision for your 

Quality Management System (QMS). 

Insight: Define the scope of your QMS carefully

Read More >>>

EVENTS

August 2019 ASQ Presentation

Learn More >>>

MORE ARTICLES ABOUT US OUR SOLUTIONS

Presentation: “Cybersecurity is the Next 
Frontier of Risk Management”

Technology is advancing rapidly. Cybersecurity 
risk management is no longer optional.

Presented by: Naveen Agarwal, Ph.D., 
Principal and Founder of Creative Analytics 
Solutions, LLC

Please Click Here to Register Now

Abstract:
News of cybersecurity breaches seem to occur with alarming frequency. Whether it is consumer 
data in a financial institution, or patient records in a hospital, cybersecurity of these systems 
continues to be a significant risk in light of frequent attacks by hackers. Even medical devices, 
especially implantable medical devices, are susceptible to such attacks and there have already 
been several high-profile recalls. Despite our best efforts, cyber attacks are likely to continue with 
increasing level of sophistication.

Cybersecurity is an evolving field with standards and best practices continuing to develop and 
mature. In my presentation, I will provide a general background on this topic with a high-level over-
view of known vulnerabilities and current state of the art. In particular, I will focus on medical device 
cybersecurity and share some of the current guidance from the FDA. I will also discuss how you 
can adapt your existing ISO 14971 implementation framework to address unique risk management 
issues related to cybersecurity.
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