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“Cybersecurity risk management is a shared responsibility.” 
- FDA Guidance, Post-Market Management of Cybersecurity in 
Medical Devices 
 
October is National Cybersecurity Awareness Month. The threat of 
cyber-attacks on critical infrastructure, including medical devices, is 
real. The question is not “if”, but “when”. Just this month, the FDA 
issued a safety communication on URGENT/11, a set of 11 cyber-
security vulnerabilities recently identified that can impact networked 
devices such as patient monitors, infusion pumps and MRI scan-
ners. That is why we are focusing on Cybersecurity of medical devices in this month’s newsletter. 
Check out our Feature Article, which also includes a full-length video of our recent presentation on 
this topic.

Stay updated on the latest industry news in less than 15 minutes. Please let me know if there are 
future topics you would like discussed by contacting me here.  
  

– Naveen Agarwal, Ph.D

FEATURE ARTICLE

Cybersecurity is the Next Frontier of 
Risk Management for Medical Devices

67% of device makers believe their devices 

can be attacked, but only 17% are taking 

steps to prevent cyber-attacks. 

Here are 3 easy recommendations to get 

started. 

Insight:  Cybersecurity risk management can be easily integrated within your 
ISO 14971 implementation.

Read More >>>

RESOURCES

FDA Guidance on Premarket and Postmarket 
Cybersecurity Management of Medical Devices

Download PDF >>>

FDA NEWS

A Pathway to Faster FDA Approvals
FDA is expanding the Abbreviated 510(k) pro-

gram with a Safety and Performance-based 

pathway for certain medical devices. 

Insight: This is an excellent opportunity to reduce the time to approval.

Read More >>>

MORE ARTICLES ABOUT US OUR SOLUTIONS

EVENTS

ISO 13485:2016 Lead Auditor (TPECS)

REGULATORY COMPLIANCE

How to Avoid Getting a Warning Letter 
from the FDA

If the FDA finds your corrective action re-

sponse to a 483 “inadequate”, it is almost 

certain you will get a warning letter. Review 

this case study on gaps in risk management 

for tips on developing a strong action plan. 

Insight: Dig deeper to uncover opportunities in foundational areas of your 
QMS.

Read More >>>

We are conducting a Lead Auditor training 

for ISO 13485:2016 on behalf of BSI

 in Orlando, FL.

Contact us if you would like a customized 

training session for your team. 

Learn More >>>
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